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board User Story US-1021 &

: , £ A0 Risks Identified
Stories As a registered user, | want to reset my password | ol
so that | can regain access to my account. W@ 4risks found
Models
Test Cases Q'A Understaﬁdlng Risk Analyas h :
= Test Strategy Ready

Test Runs User wants a password reset functionality @ High Reset link is exposed or leaked , —

W Ready for execution
Trigger link password reset request via email @ Medium  Weak password policy

Issues User will set new password via secure link @ Medium  Reset token reuse or ordering

System updates password and allows login ® Low Brute force attacks
Reports y P P “

" Coverage Improved

Settings +32% coverage

Affected Areas Test Strategy
Authentication Service Test Type Functional, Security, Negative
User Management Test Level End-to-End, Integration
Test Priority Must (High risk areas)
Test Tool Team Playwright, Jira, OWASP ZAP

Email Service
Password Policy
Audit & Logging : Action Data Expected Result

Click on "Forgot Password" on the Registered email System navigates to reset password page
login page with email field

Enter registered email and submit user@example.com System displays validation message and
sends reset email

Open email and click the link Valid reset link User redirected to reset password page
with token verified

i SEI'SIE[TI updates passwmd and shows
3 P 231
Enter new p355WOI'd and confirm Str{)ng@ asswird123! 3 = :

e , , wOrd123! User is logged in and redirected to
Login with new password Strong@Passw( denbeard

System shows link expired or invalid
message

Reuse the same reset link Same reset link

System shows reset link expired or

Use invalid or tampered link Tampered reset link message

System shows reset link expired

Open link after expiry time Expired reset link message



